MIS641

Privacy and Intellectual Property

Winter 2007

Class

Time: Wednesday 6:30 ­ 9:20 P.M.

Location:  Seaholm HS
Instructor

Name: Thomas W. Lauer, Ph.D.

Office: 442 Elliott Hall

Office Hours: by appointment

Office Phone: (248) 370­3278

E-mail: Lauer@oakland.edu
Web: http://www.sba.oakland.edu/Faculty/LAUER/index.htm
Required Texts

Cavoukian, Ann and Hamilton, Tyler J. (2002).  Privacy Payoff: How successful businesses build customer trust. Toronto: McGraw_Hill Ryerson.  ISBN 0-07-090560-6

Garfinkel, Simson (2000).  Database Nation.  Cambridge, MA: O’Reilly.  ISBN 1-56592-653-6

Lessig, Lawrence (2001).  The future of ideas: the fate of the commons in a connected world.  New York: Random House  paperback edition

Other References(Privacy)
Bennett, Colin J. and Grant, Rebecca (1999).  Visions of Privacy: Policy Choices for the Digital Age.  Toronto: University of Toronto Press.

Brin, David (1998).  The Transparent Society: Will Technology Force Us to Decide Between Privacy and Freedom?  Reading, MA: Perseus.

Diffie, Whitfield and Landau, Susan (1998).  Privacy on the Line: The Politics of Wiretapping and Encryption.  Cambridge, MA: The MIT Press.

Ernst, Morris L. and Schwartz, Alan U. (1962).  Privacy: The Right to Be Left Alone.  New York: The Macmillan Co.

Gertler, Eric J. (2004).  Prying eyes: protect your privacy from people who sell to you, snoop on you, and steal from you.  New York: Random House.
Godwin, Mike (1998).  Cyber Rights: Defending Free speech in the Digital Age.  New York: Time Books.

Harper, Jim (2006).  Identity crisis: how identification is overused and misunderstood.  Washington, D.C.: Cato Institute.
Hentoff, Nat (2004).  The war on the Bill of Rights and the gathering resistance.  New York: Seven Stories Press.

Holtzman, David H. (2006).  Privacy lost: how technology is endangering your privacy.  San Francisco: Jossey-Bass.

Monmonier, Mark (2002).  Spying with maps: surveillance technologies and the future of privacy.  Chicago: University of Chicago Press.
O’Harrow, Robert, Jr. (2005). No place to hide.  New York: Free Press.

Smith, Robert Ellis (2000).  Ben Franklin’s Web Site: Privacy and Curiosity from Plymouth Rock to the Internet.  Providence, RI: Privacy Journal.

Solove, Daniel J. (2004).  The digital person: technology and privacy in the information age. New York: Noew York University Press.

Swire, Peter P. and Litan, Robert E. (1998).  None of your business.  Washington, D.C.: The Brookings Institute Press.  ISBN 0-8157-8239-X

Sykes, Charles J. (1999).  The End of Privacy.  New York: St. Martin’s Griffin.

Westin, Alan F. (1967).  Privacy and Freedom.  New York: Atheneum.
Other References(Intellectual Property)

The Association for Computing Machinery (2000).  Intellectual Property in the Age of Universal Access.

Benkler, Yochai (2006).  The wealth of networks: how social production transforms markets and freedom. New Haven, CT: Yale University Press.
Boyle, James (1996).  Shamans, Software, & Spleens: Law and the Construction of the Information Society.  Cambridge, MA: Harvard University Press.

Demers, Joanna (2006).  Steal this music: how intellectual property law affects musical creativity.  Athens, GA: The University of Georgia Press.
Dreyfuss, Rochelle, Zimmerman, Diane L., and First, Harry (2001).  Expanding the boundaries of intellectual property: innovation policy for the knowledge society.  Oxford: Oxford University Press.

Goldstein, Paul (2003).  Copyright’s highway: from Gutenberg to the celestial jukebox. Stanford, CA: Stanford University Press.

Jaffe, Adam B. and Lerner, Josh (2004).  Innovation and its discontents: how our broken patent system is endangering innovation and progress, and what to do about it.  Princeton, NJ: Princeton University Press.
Lessig, Lawrence (1999).  Code and Other Laws of Cyberspace.  New York: Basic Books.

Lessig, Lawrence (2004).  Free Culture: How big media uses technology and the law to lock down culture and control creativity.  New York: The Penguin Press.

Litman, Jessica (2001).  Digital Copyright. Amherst, New York: Prometheus Books.

Patterson, Lyman Ray (1968).  Copyright in Historical Perspective.  Nashville, Tennessee: Vanderbilt University Press.
Samuels, Edward (2000).  The Illustrated Story of Copyright.  New York: Thomas Dunne Books
Thierer, Adam and Crews, Clyde Wayne Jr. Editors (2002).  Copyfights: the future of intellectual property in the information age.  Washington, D.C.: The Cato Institute.
Vaidhyanathan, Siva (2001).  Copyrights and Copywrongs: The rise of intellectual property and how it threatens creativity.  New York: New York University Press.

Vaidhyanathan, Siva (2004).  The Anarchist in the Library: How the clash between freedom and control is hacking the real world and crashing the system. New York: Basic Books
Some Interesting Websites
http://www.publicknowledge.org/ - Public Knowledge, a public advocacy group concerned about intellectual property issues.

http://creativecommons.org/ - The Creative Commons, a non-profit organization dedicated to providing a range of protections for artists and authors.

http://www.epic.org/ - EPIC is a public interest research center in Washington, D.C. It was established in 1994 to focus public attention on emerging civil liberties issues and to protect privacy, the First Amendment, and constitutional values.
http://www.privacyjournal.net/index.htm – Privacy journal website – Robert Smith has been publishing the Privacy Journal for the past 30 years.
http://www.patentcommons.org/ - A project that documents the boundaries of the software commons so that developers can identify resources and understand their patent commitments.

http://www.cdt.org/ - A non-profit organization aimed at promoting democratic values as they relate to a number of technological issues, in particular the Internet.  A good resource for both privacy and intellectual property issues.

http://www.eff.org/ - Advocacy group devoted to the protection of individual digital rights.

http://www.benkler.org/wealth_of_networks/index.php?title=Main_Page – Wiki for Benkler’s book The Wealth of Networks.  This wiki links to pdf files of the book itself in addition to providing links to related materials.
Course Objectives 

For the last 40 years, and especially during the last decade, there has been a growing awareness of the importance of matters pertaining to security, privacy, and intellectual property.  Hacker attacks on corporate and governmental information systems have resulted in monetary loss, embarrassment, threats to national security, loss of corporate intellectual property, and a compromise of individual privacy.  At the same time, the privacy of individuals is threatened by aggressive marketing practices, sharing of databases, governmental surveillance, and the lack of adequate corporate and governmental security. The crime du jour is identity theft.  A characteristic of the Information Age is that the information content of products and services continues to grow.  Along with this, notions of intellectual property are evolving.  The technological capability to copy text, sound, and video widely and easily has altered the direction of copyright and patent law.

Much of the remarkable development of information technology that has taken place since the advent of the computer has been carried out by individuals preoccupied with the successful solution of complex technical problems.  The focus on the technical has led many to ignore the serious ethical issues that surround the proliferation of information technology.  In addition, since many technological developments have profound economic implications, laws reflecting the interests of particular nations and that affect the use of these technologies have been enacted.  Many of these issues center on matters that pertain to privacy and intellectual property.   It should be clear that decisions made with regard to security, privacy, and intellectual property involve core values.  Technological design choices are not neutral.  They may support or even enforce one set of values over another.    

Some of the aims of the course include examination of the following questions:

1) What is the relationship between security, privacy, and intellectual property?  Must we give up privacy rights in the post 9/11 era?

2) How should US companies operating globally deal with the discrepancy in privacy laws from one nation to another?

3) How should privacy be protected?  Some alternatives include through a government agency with enforcement powers, through self-regulation by industry, or through some combination.
4) What are issues pertaining to different types of data, including marketing data and medical data.

5) How are copyright law and patent law relevant to information technology and e-commerce?

6) Does the DMCA really stimulate the development of new products?

Conduct of the Course 

The course will include lectures, group projects, individual projects, case analyses, classroom discussions, and quizzes. The typical class session is shown in the following figure.



For most class sessions, the instructor will present the topical material related to the course readings.  Students will be expected to discuss issues related to the reading material both in their small groups and also together with the entire class.  Each student will be assigned to a group.  In addition, there will be other assignments completed by the groups.  At the end of the semester, students will be expected to turn in a journal that includes responses to study questions and other issues that come up during the semester.  Study questions, the syllabus, and other pertinent material will be available on the Web at http://www.sba.oakland.edu/Faculty/LAUER/index.htm

Students will also be required to write two short (3 –5 pages) research papers on topics to be announced later.  In addition, there will be two group projects.  Individual papers as well as any group reports should conform to some accepted editorial style, APA for example.  Plagiarism will not be tolerated with penalties both to the student’s grade and in accordance with university policies. Papers and other assignments should be turned in as hard copies.  However, if requested, the student or group must turn in an electronic copy (in Word).    
Grading 

Grades will be determined approximately as follows:

Participation and Journal ------------------------------------------ 25%

Quizzes  -------------------------------------------------------------- 35%

Individual Projects (2 total) --------------------------------------- 15%

Group Projects (2 total) and Group Participation -------------- 25%

The average grade for the class will most likely be above 3.4. The final grade will be based on your score relative to other members of the class. It will be determined after all the points for the different assignments are totaled by using the following formula:

Final grade =  Xg + (S-Xt)/(H-Xt) * D 

Where: Xg = Average grade point for the class, S = the student's total points, Xt = Average total points for the class, H = the total points for the student with the highest total points, and D = the difference between 4.0 and Xg.

COURSE SCHEDULE

Date



Topic


Reading Assignment

	1/10
	Introduction and Organization
	

	1/17
	Privacy, databases, and identification
	DBN 1-3, PP 1-2

	1/24
	Surveillance
	DBN 4-5

	1/31
	Medical and marketing information
	DBN 6-8

	2/7
	Global regulation and business practices
	PP 3-6

	2/14
	Data protection and e-commerce & Privacy recommendations
	PP 7 – 12, DBN 9 - 11

	2/21
	Exam
	Journal due (1st half of course 

	2/28
	Spring break
	

	3/7
	Copyright lawyers, cyberspace, and the DMCA
	History of IP, IP Theory

	3/14
	The commons
	FOI 1-4, Boyle WIPO paper, 

	3/21
	Creativity and commerce
	FOI 5-7,  Patenting life, 

	3/28
	Technology that threatens control, counterfeiting
	FOI 8-11, Manufaketure

Take home exam, 

	4/4
	Wealth of Networks – Battle over the institutional ecology of the digital environment
	http://www.congo-education.net/wealth-of-networks/ch-11.pdf

	4/11
	The future of ideas, Project preparation
	FOI 12-15, In class exam

	4/18
	Group presentations
	Journal and group paper due


DBN = Database Nation

PP = Privacy Payoff

FOI = The Future of Ideas
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other business





Small group 


discussion 





Meet in


 main


 classroom











� You must print this paper yourself.  It is available from the New York Times website or through our library using Lexus-Nexus.  The full citation is Fishman, Ted C. (2005) Manufaketure, New York Times magazine section, January 9, 2005.





